BACKUP SYSTEM

WEB SERVERS

	
	URL
	Server
	IP Address
	Geo
	Comment

	Main
	advancedmodernsolutions.com
	VA-WEB
	104.243.42.122
	FL
	

	Backup1
	data.nationalbillingcenter.com
	VA-WALL
	104.194.8.126
	FL
	

	Backup2
	ls.nationalbillingcenter.com
	AWS-LS
	3.235.247.89
	VA
	

	Retired
	ohio.nationalbillingcenter.com
	OHIO-1
	207.182.146.178
	OH
	Midori only

	Retired
	aws.nationalbillingcenter.com
	AWS-WEB
	54.91.249.164
	VA
	Do not use


The main URL should be web.nationalbillingcenter.com residing at AWS-LS.  This URL is virtual; it currently simply forwards browser to advancedmodernsolutions.com because most clients are using it.  When the main server goes down and advancedmodernsolutions.com is inaccessible, we recommend switching everyone to web.nationalbillingcenter.com.  It will forward browser to whatever environment is up-and-running.  Such forwarding is done manually by network administrator, but the effect is immediate.  When the main environment is back, the network administrator will switch forwarder back, but clients will not need to do anything.

Manual mode: when the main URL is down, attempt to use backup1.  It is a much faster server than backup2; however, it is located in the same data center with the main server, so there is a chance that both servers are down.  In such case, use backup2.  User ID and passwords are the same.  Expect things to run slower than usual, avoid using master tables (clients, speakers, vendors, users).  Switch back to main immediately after main web platform is up and running.   Please note that when the main URL is down, there is a great chance that emailing out is not going to work.
FTP SERVERS
	
	HOST
	Server
	IP Address
	Geo

	Main
	ftp1.nationalbillingcenter.com
	VA-WALL
	104.194.8.126
	FL

	Backup1
	ftp2.nationalbillingcenter.com
	VA-CENTRAL
	103.195.100.192
	FL

	Backup2
	ftp3.nationalbillingcenter.com
	OHIO-1
	207.182.146.178
	OH


The main HOST should be ftp.nationalbillingcenter.com, which currently automatically forwards FileZilla client requests to ftp1.nationalbillingcenter.com.  When the main environment is down, the network administrator will change ftp.nationalbillingcenter.com to whatever environment is up-and-running; however, this will be done via DNS entry, and the effect could take from 30 minutes to hours. 
Manual mode: when the main FTP is down, use backup1.  If it is down too, use backup2.  Newer versions of FileZilla will raise an error when connecting to backup2 – to bypass such error, click Edit, Settings and then change “Minimum Allowed TLS Version” to “TLS 1.0”.  User ID and passwords are the same.  When connecting, remember to use option with TLS Explicit Encryption, port is always 21.  Expect files to appear there within 15-45 minutes after they are on the web platform.  Switch back to main immediately after the main FTP server is up and running.

SFTP SERVERS
	
	HOST
	Port
	Server
	IP Address
	Geo

	Main
	sftp1.nationalbillingcenter.com
	2222
	VA-CENTRAL
	103.195.100.192
	FL

	Backup
	sftp2.nationalbillingcenter.com
	2222
	LOCALHOST
	71.182.197.81
	PA


The main HOST should be sftp.nationalbillingcenter.com, which currently automatically forwards WinScp client requests to sftp1.nationalbillingcenter.com.  When the main environment is down, the network administrator will change sftp.nationalbillingcenter.com to whatever environment is up-and-running; however, this will be done via DNS entry, and the effect could take from 30 minutes to hours. 
Manual mode: verify with the admin the HOST for a backup system, as IP frequently changes.  User ID and password are the same.  Please note that the backup system will not automatically transfer files to/from web platform – vendor should grab those files manually from the backup SFTP environment.
HL7 SERVERS
	
	HOST
	Server
	Geo

	Main
	34.205.172.2
	AWS-HL7
	VA

	Backup
	No backup
	
	


We are currently not planning to create a backup environment for HL7 server.
APP SERVERS
Our apps are able to upload audio to the platform is either main web server or backup web server is up-and-running.

DIAL-IN SERVERS
	
	Server
	IP Address
	Geo
	
	Main DID
	Backup DID

	Main
	VA-ASTERISK
	185.150.190.82
	FL
	
	800-313-6344
	804-201-9600

	Backup
	OHIO-2
	173.45.92.18
	OH
	
	804-364-1637
	804-381-5234

	Retired
	AWS-ASTERISK
	35.175.79.0
	VA
	
	866-202-3073
	208-369-2055

	Reserve
	AWS-LS
	3.235.247.89
	VA
	
	877-786-7879
	248-327-0371

	
	
	
	
	
	513-233-7559
	513-252-2061

	
	
	
	
	
	844-217-0940
	415-481-0365

	
	
	
	
	
	844-217-0941
	323-205-7904

	
	
	
	
	
	844-217-0942
	734-217-4672

	
	
	
	
	
	866-286-2505
	616-433-1829


Any environment could be used as they are totally independent and equally efficient.  Dial-in passwords are the same.  Remember that backup phone numbers (DID) are different depending on which main phone number the caller is using.  Number 229-352-9215 is an alternative to 800-313-6344.
EMAIL SERVERS
	
	URL
	Server
	IP Address
	Geo
	Comment

	Main
	main.domain.com
	VA-WEB
	104.243.42.122
	FL
	

	Backup
	smtp.domain.com
	OHIO-1
	207.182.146.178
	OH
	


If main server is down, execute the following SQL command on a backup server:
UPDATE tbl_emails_from SET Host = REPLACE(Host, 'mail.', 'smtp.') WHERE Port = 25 AND Host LIKE 'mail.%'

When main server is back, execute the following SQL command on a main server:

UPDATE tbl_emails_from SET Host = REPLACE(Host, 'smtp.', 'main.') WHERE Port = 25 AND Host LIKE 'smtp.%'

